Online Filtering and Monitoring Expectations

Spectrum Provision will adhere to the Department of Education’s Filtering and Monitoring Standards whilst a student attends a session in their own home.  As a sole trader, Spectrum Provision is unable to use filtering or monitoring software on a student’s device or devices and therefore Spectrum Provision accepts no responsibility for filtering and monitoring on a student’s own personal device or devices in their own time. Employees will observe students when using personal devices.
Any employee noticing a student using illegal or inappropriate online content should report this to Diane Roy.

Schools in England are required “to ensure children are safe from terrorist and extremist material when accessing the internet in school, including by establishing appropriate levels of filtering”. Furthermore, the Department for Education’s statutory guidance ‘Keeping Children Safe in Education’ obliges schools and colleges in England to “ensure appropriate filters and appropriate monitoring systems are in place and regularly review their effectiveness” and they “should be doing all that they reasonably can to limit children’s exposure to the above risks from the school’s or college’s IT system”.  
To further support schools and colleges in England to meet digital and technology standards, the Department for Education published Filtering and Monitoring Standards in March 2023 (as part of a broader suite of educational technology standards and guidance). In addition to aspects of both filtering and monitoring systems, these standards detail the allocation of roles and responsibilities, and that schools and colleges should be checking their filtering and monitoring provision at least annually. These standards were included within Keeping Children Safe in Education in 2023. (UK Safer Internet Centre, 2026).


Illegal Online Content
The Online Safety Act states that illegal content and activity include content relating to:

· Chile sexual abuse
· Controlling or coercive behaviour
· Extreme sexual violence
· Extreme pornography
· Fraud
· Racially or religiously aggravated public order offences
· Inciting violence
· Illegal immigration and people smuggling
· Promoting or facilitating suicide
· Intimate image abuse
· Selling illegal drugs or weapons
· Sexual exploitation
· Terrorism


Inappropriate online content
‘Schools should be satisfied that their filtering system manages the following inappropriate content (and web search):
· Gambling
· Hate speech/discrimination
· Harmful content
· Malware/hacking
· Mis/disinformation
· Piracy and copyright theft
· Pornography
· Self-harm and eating disorders
· Violence against women and girls


Filtering Systems
Spectrum Provision is unable to employ filtering system features on a student’s device. It is the responsibility of the parents/carers to adopt filtering systems on their child’s device.


Monitoring strategies
Spectrum Provision employees will use physical monitoring, with staff directly supervising students on a one-to-one ratio whilst using technology. However, there are possible limitations:
· It is difficult to physically monitor independent use of technology
· It can be resource intensive
· Students often adapt screen behaviour to avoid monitoring






Spectrum Provision Online Safety Agreement
Parents/carers: please read and discuss this agreement with your child and then sign it, ask your child to sign it, and return it to Diane Roy. If you have any questions or concerns, please speak to Diane Roy. 
Young person’s agreement:
I will be responsible for my behaviour when using the internet, including social media platforms, games and apps. This includes the resources I access and the language I use.  
I will not deliberately browse, download or upload material that could be considered offensive or illegal. If I accidentally come across any such material I will report it immediately to Diane Roy. 
I will not send anyone material that could be considered threatening, bullying, offensive or illegal. 
I will not give out any personal information online, such as my name, phone number or address. 
I will not reveal my passwords to anyone.  
If I am concerned or upset about anything I see on the internet or any messages that I receive, I know I can talk to Diane Roy. I understand that my internet use at Spectrum Provision will be monitored and logged and can be made available to Diane Roy. I understand that these rules are designed to keep me safe and that if I choose not to follow them, Spectrum Provision may contact my parents/carers. 

Signatures: 
We have discussed this online safety agreement and ........................................... agrees to follow the rules set out above. 
Parent/carer signature:
………………….………………….………………………………………………................ 
Date:
 ……………………………………………… 
Young person’s signature:
……………………............................................................................... 
Date: 
……………………………………………..
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